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fail to observe the acknowledged write.

4.7 Coordinator Availability
Coordinator processes run in each datacenter and keep

state only about their local replica. In the write algorithm
above, each full replica must either accept or have its coordi-
nator invalidated, so it might appear that any single replica
failure (Bigtable and coordinator) will cause unavailability.
In practice this is not a common problem. The coordina-

tor is a simple process with no external dependencies and no
persistent storage, so it tends to be much more stable than
a Bigtable server. Nevertheless, network and host failures
can still make the coordinator unavailable.

4.7.1 Failure Detection
To address network partitions, coordinators use an out-of-

band protocol to identify when other coordinators are up,
healthy, and generally reachable.
We use Google’s Chubby lock service [13]: coordinators

obtain specific Chubby locks in remote datacenters at start-
up. To process requests, a coordinator must hold a majority
of its locks. If it ever loses a majority of its locks from a crash
or network partition, it will revert its state to a conservative
default, considering all entity groups in its purview to be
out-of-date. Subsequent reads at the replica must query the
log position from a majority of replicas until the locks are
regained and its coordinator entries are revalidated.
Writers are insulated from coordinator failure by testing

whether a coordinator has lost its locks: in that scenario, a
writer knows that the coordinator will consider itself invali-
dated upon regaining them.
This algorithm risks a brief (tens of seconds) write out-

age when a datacenter containing live coordinators suddenly
becomes unavailable—all writers must wait for the coor-
dinator’s Chubby locks to expire before writes can com-
plete (much like waiting for a master failover to trigger).
Unlike after a master failover, reads and writes can pro-
ceed smoothly while the coordinator’s state is reconstructed.
This brief and rare outage risk is more than justified by the
steady state of fast local reads it allows.
The coordinator liveness protocol is vulnerable to asym-

metric network partitions. If a coordinator can maintain the
leases on its Chubby locks, but has otherwise lost contact
with proposers, then affected entity groups will experience a
write outage. In this scenario an operator performs a man-
ual step to disable the partially isolated coordinator. We

have faced this condition only a handful of times.

4.7.2 Validation Races
In addition to availability issues, protocols for reading and

writing to the coordinator must contend with a variety of
race conditions. Invalidate messages are always safe, but val-
idate messages must be handled with care. Races between
validates for earlier writes and invalidates for later writes
are protected in the coordinator by always sending the log
position associated with the action. Higher numbered in-
validates always trump lower numbered validates. There
are also races associated with a crash between an invalidate
by a writer at position n and a validate at some position
m < n . We detect crashes using a unique epoch number
for each incarnation of the coordinator: validates are only
allowed to modify the coordinator state if the epoch remains
unchanged since the most recent read of the coordinator.

In summary, using coordinators to allow fast local reads
from any datacenter is not free in terms of the impact to
availability. But in practice most of the problems with run-
ning the coordinator are mitigated by the following factors:

� Coordinators are much simpler processes than Bigtable
servers, have many fewer dependencies, and are thus
naturally more available.

� Coordinators’ simple, homogeneous workload makes
them cheap and predictable to provision.

� Coordinators’ light network traffic allows using a high
network QoS with reliable connectivity.

� Operators can centrally disable coordinators for main-
tenance or unhealthy periods. This is automatic for
certain monitoring signals.

� A quorum of Chubby locks detects most network par-
titions and node unavailability.

4.8 Write Throughput
Our implementation of Paxos has interesting tradeoffs in

system behavior. Application servers in multiple datacen-
ters may initiate writes to the same entity group and log
position simultaneously. All but one of them will fail and
need to retry their transactions. The increased latency im-
posed by synchronous replication increases the likelihood of
conflicts for a given per-entity-group commit rate.

Limiting that rate to a few writes per second per entity
group yields insignificant conflict rates. For apps whose en-
tities are manipulated by a small number of users at a time,
this limitation is generally not a concern. Most of our target
customers scale write throughput by sharding entity groups
more finely or by ensuring replicas are placed in the same
region, decreasing both latency and conflict rate.

Applications with some server “stickiness” are well posi-
tioned to batch user operations into fewer Megastore trans-
actions. Bulk processing of Megastore queue messages is a
common batching technique, reducing the conflict rate and
increasing aggregate throughput.

For groups that must regularly exceed a few writes per
second, applications can use the fine-grained advisory locks
dispensed by coordinator servers. Sequencing transactions
back-to-back avoids the delays associated with retries and
the reversion to two-phase Paxos when a conflict is detected.

4.9 Operational Issues
When a particular full replica becomes unreliable or loses

connectivity, Megastore’s performance can degrade. We have

231



 0

 10

 20

 30

 40

 50

 60

 70

 80

 90

>99.999 >99.99 >99.9 >99 <99

%
 o

f P
ro

du
ct

io
n 

A
pp

lic
at

io
ns

Operation Success Rate %

Read/Query
Write

Figure 9: Distribution of Availability

a number of ways to respond to these failures, including:
routing users away from the problematic replica, disabling
its coordinators, or disabling it entirely. In practice we rely
on a combination of techniques, each with its own tradeoffs.
The first and most important response to an outage is to

disable Megastore clients at the affected replica by rerout-
ing traffic to application servers near other replicas. These
clients typically experience the same outage impacting the
storage stack below them, and might be unreachable from
the outside world.
Rerouting traffic alone is insufficient if unhealthy coor-

dinator servers might continue to hold their Chubby locks.
The next response is to disable the replica’s coordinators,
ensuring that the problem has a minimal impact on write
latency. (Section 4.7 described this process in more detail.)
Once writers are absolved of invalidating the replica’s coor-
dinators, an unhealthy replica’s impact on write latency is
limited. Only the initial “accept leader” step in the write
algorithm depends on the replica, and we maintain a tight
deadline before falling back on two-phase Paxos and nomi-
nating a healthier leader for the next write.
A more draconian and rarely used action is to disable the

replica entirely: neither clients nor replication servers will
attempt to communicate with it. While sequestering the
replica can seem appealing, the primary impact is a hit to
availability: one less replica is eligible to help writers form
a quorum. The valid use case is when attempted operations
might cause harm—e.g. when the underlying Bigtable is
severely overloaded.

4.10 Production Metrics
Megastore has been deployed within Google for several

years; more than 100 production applications use it as their
storage service. In this section, we report some measure-
ments of its scale, availability, and performance.
Figure 9 shows the distribution of availability, measured

on a per-application, per-operation basis. Most of our cus-
tomers see extremely high levels of availability (at least five
nines) despite a steady stream of machine failures, network
hiccups, datacenter outages, and other faults. The bottom
end of our sample includes some pre-production applications
that are still being tested and batch processing applications
with higher failure tolerances.
Average read latencies are tens of milliseconds, depending

on the amount of data, showing that most reads are local.
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Most users see average write latencies of 100–400 millisec-
onds, depending on the distance between datacenters, the
size of the data being written, and the number of full repli-
cas. Figure 10 shows the distribution of average latency for
read and commit operations.

5. EXPERIENCE
Development of the system was aided by a strong empha-

sis on testability. The code is instrumented with numerous
(but cheap) assertions and logging, and has thorough unit
test coverage. But the most effective bug-finding tool was
our network simulator: the pseudo-random test framework.
It is capable of exploring the space of all possible orderings
and delays of communications between simulated nodes or
threads, and deterministically reproducing the same behav-
ior given the same seed. Bugs were exposed by finding a
problematic sequence of events triggering an assertion fail-
ure (or incorrect result), often with enough log and trace
information to diagnose the problem, which was then added
to the suite of unit tests. While an exhaustive search of
the scheduling state space is impossible, the pseudo-random
simulation explores more than is practical by other means.
Through running thousands of simulated hours of operation
each night, the tests have found many surprising problems.

In real-world deployments we have observed the expected
performance: our replication protocol optimizations indeed
provide local reads most of the time, and writes with about
the overhead of a single WAN roundtrip. Most applica-
tions have found the latency tolerable. Some applications
are designed to hide write latency from users, and a few
must choose entity group boundaries carefully to maximize
their write throughput. This effort yields major operational
advantages: Megastore’s latency tail is significantly shorter
than that of the underlying layers, and most applications
can withstand planned and unplanned outages with little or
no manual intervention.

Most applications use the Megastore schema language to
model their data. Some have implemented their own entity-
attribute-value model within the Megastore schema language,
then used their own application logic to model their data
(most notably, Google App Engine [8]). Some use a hybrid
of the two approaches. Having the dynamic schema built on
top of the static schema, rather than the other way around,
allows most applications to enjoy the performance, usability,
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and integrity benefits of the static schema, while still giving
the option of a dynamic schema to those who need it.
The term “high availability” usually signifies the ability

to mask faults to make a collection of systems more reli-
able than the individual systems. While fault tolerance is a
highly desired goal, it comes with it its own pitfalls: it often
hides persistent underlying problems. We have a saying in
the group: “Fault tolerance is fault masking”. Too often,
the resilience of our system coupled with insufficient vigi-
lance in tracking the underlying faults leads to unexpected
problems: small transient errors on top of persistent uncor-
rected problems cause significantly larger problems.
Another issue is flow control. An algorithm that tolerates

faulty participants can be heedless of slow ones. Ideally a
collection of disparate machines would make progress only as
fast as the least capable member. If slowness is interpreted
as a fault, and tolerated, the fastest majority of machines
will process requests at their own pace, reaching equilibrium
only when slowed down by the load of the laggers struggling
to catch up. We call this anomaly chain gang throttling,
evoking the image of a group of escaping convicts making
progress only as quickly as they can drag the stragglers.
A benefit of Megastore’s write-ahead log has been the ease

of integrating external systems. Any idempotent operation
can be made a step in applying a log entry.
Achieving good performance for more complex queries re-

quires attention to the physical data layout in Bigtable.
When queries are slow, developers need to examine Bigtable
traces to understand why their query performs below their
expectations. Megastore does not enforce specific policies
on block sizes, compression, table splitting, locality group,
nor other tuning controls provided by Bigtable. Instead, we
expose these controls, providing application developers with
the ability (and burden) of optimizing performance.

6. RELATED WORK
Recently, there has been increasing interest in NoSQL

data storage systems to meet the demand of large web ap-
plications. Representative work includes Bigtable [15], Cas-
sandra [6], and Yahoo PNUTS [16]. In these systems, scal-
ability is achieved by sacrificing one or more properties of
traditional RDBMS systems, e.g., transactions, schema sup-
port, query capability [12, 33]. These systems often reduce
the scope of transactions to the granularity of single key
access and thus place a significant hurdle to building appli-
cations [18, 32]. Some systems extend the scope of transac-
tions to multiple rows within a single table, for example the
Amazon SimpleDB [5] uses the concept of domain as the
transactional unit. Yet such efforts are still limited because
transactions cannot cross tables or scale arbitrarily. More-
over, most current scalable data storage systems lack the
rich data model of an RDBMS, which increases the burden
on developers. Combining the merits from both database
and scalable data stores, Megastore provides transactional
ACID guarantees within a entity group and provides a flexi-
ble data model with user-defined schema, database-style and
full-text indexes, and queues.
Data replication across geographically distributed data-

centers is an indispensable means of improving availability
in state-of-the-art storage systems. Most prevailing data
storage systems use asynchronous replication schemes with
a weaker consistency model. For example, Cassandra [6],
HBase [1], CouchDB [7], and Dynamo [19] use an eventual

consistency model and PNUTS uses “timeline” consistency
[16]. By comparison, synchronous replication guarantees
strong transactional semantics over wide-area networks and
improves the performance of current reads.

Synchronous replication for traditional RDBMS systems
presents a performance challenge and is difficult to scale
[21]. Some proposed workarounds allow for strong consis-
tency via asynchronous replication. One approach lets up-
dates complete before their effects are replicated, passing
the synchronization delay on to transactions that need to
read the updated state [26]. Another approach routes writes
to a single master while distributing read-only transactions
among a set of replicas [29]. The updates are asynchronously
propagated to the remaining replicas, and reads are either
delayed or sent to replicas that have already been synchro-
nized. A recent proposal for efficient synchronous replication
introduces an ordering preprocessor that schedules incoming
transactions deterministically, so that they can be indepen-
dently applied at multiple replicas with identical results [31].
The synchronization burden is shifted to the preprocessor,
which itself would have to be made scalable.

Until recently, few have used Paxos to achieve synchronous
replication. SCALARIS is one example that uses the Paxos
commit protocol [22] to implement replication for a distrib-
uted hash table [30]. Keyspace [2] also uses Paxos to imple-
ment replication on a generic key-value store. However the
scalability and performance of these systems is not publicly
known. Megastore is perhaps the first large-scale storage
systems to implement Paxos-based replication across data-
centers while satisfying the scalability and performance re-
quirements of scalable web applications in the cloud.

Conventional database systems provide mature and so-
phisticated data management features, but have difficulties
in serving large-scale interactive services targeted by this pa-
per [33]. Open source database systems such as MySQL [10]
do not scale up to the levels we require [17], while expensive
commercial database systems like Oracle [4] significantly in-
crease the total cost of ownership in large deployments in
the cloud. Furthermore, neither of them offer fault-tolerant
synchronous replication mechanism [3, 11], which is a key
piece to build interactive services in the cloud.

7. CONCLUSION
In this paper we present Megastore, a scalable, highly

available datastore designed to meet the storage require-
ments of interactive Internet services. We use Paxos for
synchronous wide area replication, providing lightweight and
fast failover of individual operations. The latency penalty of
synchronous replication across widely distributed replicas is
more than offset by the convenience of a single system image
and the operational benefits of carrier-grade availability. We
use Bigtable as our scalable datastore while adding richer
primitives such as ACID transactions, indexes, and queues.
Partitioning the database into entity group sub-databases
provides familiar transactional features for most operations
while allowing scalability of storage and throughput.

Megastore has over 100 applications in production, facing
both internal and external users, and providing infrastruc-
ture for higher levels. The number and diversity of these
applications is evidence of Megastore’s ease of use, general-
ity, and power. We hope that Megastore demonstrates the
viability of a middle ground in feature set and replication
consistency for today’s scalable storage systems.
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